Cybersecurity




Attacks and Defensive Evolution
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Attack Trends
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* Leverage deeply personal information and
intellectual property data for the long term




Defensive Trends
(2016-18 ICI Cybersecurity Surveys)

‘16 U.S. ‘16 Non U.S. ‘17 U.S. ‘17 Non U.S. ‘18 U.S. ‘18 Non U.S.

Incident Response  ggy, 66% 97% 71% 92% 76%
Escalation 94% 73% 97% 80% 96% 72%
Training 92% 53% 96% 79% 94% 77%

Testing 73% 36% 83% 56% 89% 67%
(phishing)

Modeling 92% 49% 92% 69% 89% 65%

Table Top 61% 29% 71% 35% 64% 30%

Info Sharing 58%*  15%*  63%*  20%*  53%*  14%*

Board N/A N/A 96% 81% 97% 81%
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Reality

You can’t keep them out — must focus on reducing dwell time

They are better resourced than you

Geopolitical tension reflected in cyberspace

Insiders & privilege credential misuse can take years to detect

Stolen or weak credentials account for the majority of hacking

related breaches



Reality

We are redistributing cyber threats not eliminating

Technology, process, and people

Cloud compromise disclosure

Monitor Admin logs — unusual activity

10. Asymmetric rewards




