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Attacks and Defensive Evolution
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Defensive Trends
(2016-18 ICI Cybersecurity Surveys)
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Reality
1. You can’t keep them out – must focus on reducing dwell time

2. They are better resourced than you

3. Geopolitical tension reflected in cyberspace

4. Insiders & privilege credential misuse can take years to detect

5. Stolen or weak credentials account for the majority of hacking 

related breaches



Reality
6. We are redistributing cyber threats not eliminating

7. Technology, process, and people

8. Cloud compromise disclosure

9. Monitor Admin logs – unusual activity

10. Asymmetric rewards


